
  Modelling nation-state information warfare and cyber-operations 

  

Type de contenu : Texte

Type de médiation : sans médiation

Type de support : Volume

Titre(s) : Modelling nation-state information warfare and cyber-operations / edited by Brett van Niekerk,
Trishana Ramluckan and Neal Kushwaha

Auteur(s) : Van Niekerk, Brett (19..-....)

Autre(s) auteur(s) : Ramluckan, Trishana (19..-....)
Kushwaha, Neal (19..-....)

Publication : Reading : ACPIL, 2022

Description matérielle : 1 vol. (IV-236 p.) : ill., cartes, graph., tabl. ; 22 cm

ISBN : 1-914587-38-3
978-1-914587-38-2

EAN : 9781914587382 br.

Classification décimale Dewey : 364.168 2

Note sur la publication, la production, etc. : ACPIL = Academic conferences and publishing international
limited

Note sur les bibliographies et les index : Bibliogr. en fin de chapitres

Résumé ou extrait : Since the Stuxnet infection of the Natanz nuclear facility, there has been an evolution
of global cyber operations. As demonstrated by the NotPetya, Solarwinds and Hafnium cyber-incidents,
as well as online influence operations, cyber-operations attributed to states or state-backed actors are
becoming increasingly common. This book provides insight into nation-state cyber operations from
technical and geopolitical perspectives conducive to providing a multi-disciplinary view of how nations
conduct offensive cyber operations and defend themselves from other actors in cyberspace. Topics
covered include policy and international law for cyberspace, cyber operations related to healthcare and
the COVID-19 pandemic, joint all domain warfare, risk assessment and critical infrastructure protection.

Sujet - Nom commun : Cyberterrorisme
Cyberespace -- Mesures de sûreté
Guerre de l'information



Cyberdéfense
Criminalité informatique
État -- Responsabilité
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