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authority and the political economy of private companies in cybersecurity crises and conflicts/ Louise
Marie Hurel 11. Civil society in cyberwarfare: Hack-and-leaks, attribution and mobilization / James
Shires Part 111: Cyberwarfare operations and strategy 12. Offensive cyber capabilities/ J.D. Work 13. Do
we need an effects-based approach for cyber operations? / Paul Withers 14. Deception in cyberwarfare /
Simon Henderson 15. Cyber coercion as atool of statecraft: How often, how effective?/ Quentin E.




Hodgson 16. Understanding cyber escalation: Amplifiers and dampeners of conflict / Jason Healey and
Virpratap Vikram Singh 17. Countering non-state actorsin cyberspace / Jamie MacColl and Tim Stevens
18. Territory, sovereignty and boundaries in digital battlespace / Jordan Branch Part 1V: Cyberwarfare
governance 19. Cyberwarfare and international law / Russell Buchan and Nicholas Tsagourias 20. Cyber
arms control and counter proliferation: The limits of the possible / Joe Devanny and Grant Christopher
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attribution imperative: Shaping responsible state behaviour in cyberspace/ Gil Baram and Noya Peer 23.
Postscript: Reflections and future directions for research and practice on cyber in competition, crisis and
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Résumé ou extrait : "This Research Handbook provides arigorous analysis of cyberwarfare, awidely
misunderstood field of contemporary conflict and geopolitical competition. Gathering insights from
leading scholars and practitioners, it examines the actorsinvolved in cyberwarfare, their objectives and
strategies, and scrutinises the impact of cyberwarfare in aworld dependent on connectivity. The Research
Handbook on Cyberwarfare interrogates cyberwarfare as aform of military intelligence statecraft that
seeks to exploit digital systems for operational and strategic advantage. Chapter authors address
cyberwarfare in its conceptual, historical, operational and strategic dimensions, and explore the
application of international law, norms, ethics and arms control to this area of conflict. They pose crucial
guestions about the utility of cyberwarfare and its effects on society and citizens, establishing foundations
for future research on the topic as afact of international life. Providing rich detail in an accessible and
understandable manner, this Research Handbook is a vital resource for scholars and researchers of cyber
conflict, international relations, and security studies. Its practical elementswill also appeal to military and
intelligence practitioners, as well as those interested in how cyberwarfare can be regulated to ameliorate
its effects on society." (4e de couv.)
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