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Résumé ou extrait : "The Middle East is the region in which the first act of cyber warfare took place.
Since then, cyber warfare has escalated and has completely altered the course of the MENA region's
geopolitics. With aforeword by top national security and cyber expert, Richard A. Clarke, thisisthe first
anthology to specifically investigate the history and state of cyber warfare in the Middle East. It gathers
an array of technical practitioners, social science scholars, and legal experts to provide a panoramic
overview and cross-sectional analysis covering four main areas: privacy and civil society; the types of
cyber conflict; information and influence operations, and methods of countering extremism online. The
book highlights the real threat of hacktivism and informational warfare between state actors and the
specific issues affecting the MENA region. These include digital authoritarianism and malware attacksin
the Middle East, analysis of how 1SIS and the Syrian electronic army use the internet, and the impact of



disinformation and cybercrime in the Gulf. The book captures the flashpoints and developmentsin cyber
conflict in the past 10 years and offers a snapshot of the region's still-early cyber history. It also clarifies
how cyber warfare may develop in the near- to medium-term future and provides ideas of how its greatest
risks can be avoided.”
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