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Résumé ou extrait : La 4e de couv. indique : "There is little doubt that cyber-space has become the battle
space for confrontations. However, to conduct cyber operations, a new armory of weapons needs to be
employed. No matter how many, or how sophisticated an aggressor's kinetic weapons are, they are useless
in cyber-space. This book looks at the milieu of the cyber weapons industry, as well as the belligerents
who use cyber weapons. It discusses what distinguishes these hardware devices and software programs
from computer science in general. It does this by focusing on specific aspects of the topic: contextual
issues of why cyber-space is the new battleground, defensive cyber weapons, offensive cyber weapons,
dual use weapons, and the implications these weapons systems have for practice. Contrary to popular
opinion, the use of cyber weapons is not limited to nation states (though this is where the bulk of news
reporting focuses). The reality is that there isn't a sector of the political economy that is immune to cyber
skirmishes. So, this book looks at cyber weapons not only by national security agencies and the military,
but also by law enforcement, and the business sector: the latter includes administrations termed non-



government organisations (NGOs)."

Sujet - Nom commun : Cybercriminalité
Systèmes informatiques -- Mesures de sûreté
Réseaux d'ordinateurs -- Mesures de sûreté
Cyberterrorisme
Cyber-espionnage
Cyberstratégie
Cyberdéfense
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